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IT Infrastructure 

 
Security / Cyber Security:  
Q1 What SEIM (Security Event and Incident Management) solution is used by your 

organisation? 
  
A1 Pervade. 
  
Q2 When does your SEIM (Security Event and Incident Management) platform license 

subscription come up for renewal? 
  
A2 Information exempt under S31 (1) (a) Law enforcement as disclosure would, or would be 

likely to, prejudice the prevention or detection of crime. This is specific to information 
relating to servers and operating systems. 
 
We have assessed the public interest in disclosure and believe the only factor for 
release would be openness and transparency, however the factors against release 
clearly outweigh this as release of the information would place the Trusts information 
systems and other related assets at risk of attack from hackers if released in to the 
public domain. This would have a major impact on the Trusts ability to maintain 
confidentiality, integrity and availability of systems and information and would severely 
disrupt services to our patients and would have a substantial impact on the Trusts 
reputation therefore causing financial loss and would damage the Trusts commercial 
interests. 

  
Q3 If the SEIM (Security Event and Incident Management) solution was purchased via third 

party please disclose the contracting party’s details? 
  
A3 Athena Cyber Security. 
  
Q4 Do you outsource your security management to a third party (managed security service 

provider)? If so can you disclose the name of the managed security service provider? 
  
A4 No. 
  
Q5 When does the current service contract from the current managed security service 

provider end? 
  
A5 Not applicable as per A4 above. 
  
Q6 Can you provide the email address of the individual that is responsible for your IT 

Security? 
  
A6 Information exempt under Section 21 of the Freedom of Information Act 2000 - 

‘Information reasonably accessible to the applicant by other means’.   



 
 
This information is available on our website, it can be found in our 2020 Disclosure Log, 
please see FOI Request Ref: 276: 
http://www.lhch.nhs.uk/about-lhch/information-governance/freedom-of-
information/disclosure-logs/  
 
Enter the year into the Category field and reference number into the Title field then click Search. Select 
Download to open.  

  
ICO - Breaches:  
Q7 How many cyber security breaches has your organisation had over the past 2 years? 
  
A7 Information exempt under Section 21 of the Freedom of Information Act 2000 - 

‘Information reasonably accessible to the applicant by other means’.   
 
This information is available on our website, it can be found in our Annual Reports and 
Accounts:  
http://www.lhch.nhs.uk/about-lhch/performance-plans-and-publications/annual-reports-
and-accounts/ 
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