Liverpool Heart and Chest Hospital m

NHS Foundation Trust

Reference FOI1202324/103

Number:

From: Private Individual

Date: 02 June 2023

Subject: Cybersecurity spend and Patient Services

Q1 For each year (2020 — 2022), please confirm how many cyberattacks your Trust has
suffered?

Al 2020: Zero
2021: Zero
2022: Zero

Please note, this answer to this is subjective to what you define as cyberattack, i.e. we
do not keep recorded figures on each phishing email received, suspected domain
squatting, etc. however we have not reported any incidents labelled as cyberattack to
senior management in the period.

Q2 For each year (2020 — 2022), please confirm how many cyberattacks have resulted in
the halting of or delay in delivery of care or services to patients?

A2 2020: Zero
2021: Zero
2022: Zero

No instances have been recorded that halted or delayed delivery of care or services to
patients

Q3 For each year (2020-2022), please confirm:
a. The GBP (£) value of budget allocated to cybersecurity
b. What percentage of the Trust’s entire budget for the financial year was spent on
cybersecurity?

A3 Please note, annual budget is constant £209,855

2020
a. £209,855
b. 0.12%

2021
a. £209,855
b. 0.10%

a. £209,855
b. 0.09%

Q4 How many times in the last 12 months have you audited your third-party suppliers’
cybersecurity measures?
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A4 We have not audited third-party suppliers in this period, however all new, or changes in,
uses of data are subject Data Impact Assessments which includes a review of cyber
security provisions.



